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Artificial Intelligence for Social Good

Demystifying Al, fostering critical understanding of societal impact, and instilling an
ethical mindset from the outset.
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Machine Learning

Learning from data without
explicit programming, like
training a dog through repeated
examples.
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What is Artificial Intelligence?

Demystifying AI with Analogies

Artificial Intelligenceis like teaching a computer to learn from examples, similar to how humans learn from
experience. Al systems recognize patterns, make predictions, and improve through repetition.

O

Neural Networks

Inspired by the human brain,
these systems process
information through
interconnected layers to find

patterns.

©

Intelligent Systems

Software that perceivesits
environment, learns, and takes
actions to achieve specific goals.
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Alin Your Daily Life

Personal Devices

Face recognition for phone
unlocking

Voice assistants (Siri, Alexa, Google)

Predictive text and autocomplete
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Online Shopping &
Streaming

Product recommendations on

Amazon
Netflix suggesting shows you'll enjoy

Spotify creating personalized
playlists

Navigation &
Transportation

Google Maps traffic predictions
Uber estimating ride duration

Autonomous vehicle technologies
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Al's Dual Role: Hate Speech & Polarization

Exacerbating Hate Speech

Algorithms optimize for engagement, often
amplifying divisive content.
Recommendation systems promote extreme
viewpoints. Automated bots spread hateful
content at scale rapidly.

Promoting Inclusion &
Diversity

Al can boost inclusive content visibility.
Counter-speech amplification systems
support positive narratives. Diverse training
data reduces bias in recommendations.

-l

Mitigating Hate Speech

Content moderation using Al filters harmful
language. Real-time detection systems flag
offensive posts. Machine learningidentifies
hate speech across languages and contexts.

Filter Bubbles & Echo

Chambers

Al personalizes content leading to
polarization. Users see primarily content
confirming existing beliefs. Information

diversity decreases.
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Human-Centric Values for Al

Centering Human Dignity

technology serves humanity's highest values.

Equity & Inclusion Human Autonomy
Ensuring Al benefits reach all Preserving human agency and
communities, especially decision-making authority in
marginalized and underserved critical domains affecting lives.

populations worldwide.
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Al systems should be designed with human dignity, rights, and welfare as the primary considerations, ensuring

Transparency & Trust

Making Al systems
understandable and trustworthy
through clear communication
and accountability mechanisms.
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Framework for Ethical Al Development

Inclusive Design Thinking

Involve diverse stakeholders from design phase including affected communities, ethicists, and domain
experts.

Responsible Data Practices

Collect, store, and use data ethically with consent, transparency, and robust privacy protections.

Rigorous Testing & Auditing

Conduct bias audits, fairness testing, and impact assessments before deployment.

Ongoing Accountability * " *

Establish mechanisms for monitoringm, and continuous improvement post-deployment.




Technology is not neutral. The values we embed in Al
systems reflect our choices as a society.

— Module 1Key Insight

By understanding what Al is, recognizingits dual impacts, identifying ethical risks, and embracing human-centric
values, you are equipped to be informed advocates and practitioners of responsible Al. This foundation is essential
for building Al systems that genuinely serve social good and benefit all of humanity.
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100M+

People Benefited

Medical Breakthroughs

Al systems now assist in
diagnosing diseases faster and
more accurately than ever before,

improving patient outcomes

globally.
Reduced diagnosis time by 40-
60% in some applications.

Early detection rates improved
significantly.

Extending healthcare access to

underserved regions.
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$100B

Healthcare Savings

Demonstrating Al's Social Impact

Environmental
Protection

Al powers conservation efforts,
tracking endangered species and
monitoring ecosystem health with
unprecedented accuracy.

Monitor millions of acres through
satellite imagery.

Predict and prevent wildlife
trafficking.

Optimize resource allocation for

conservation.

17 SDGs

UN Goals Addressed

Educational Access

500+

Active Projects

Al-powered platforms

democratize education by
providing personalized learning
experiences to students
worldwide.

Millions accessing quality

education remotely.

Personalized learning paths for all
skill levels.

Bridging equity gaps in global
education.
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Fairness & Non-Bias

Ensuring Al algorithms work equitably
across all demographics and protected
classes without perpetuating historical

biases.

Responsibility & Governance

Implementing robust oversight mechanisms
and ethical frameworks to ensure Al serves
its intended positive purpose.

Ethical Considerations in Al

Privacy & Data Security

Protecting sensitive personal information
and ensuring secure handling of data used
to train and deploy Al systems.

Transparency &
Accountability

Making Al decision-making processes
understandable and establishing clear
responsibility frameworks for Al outcomes.




e Key Principles for Responsible Al

Organizationsimplementing Al for social good must commiit to five core principles to ensure ethical, fair, and effective
outcomes.

Fairness Transparency
4 2 Make Al decision-makingunderstandable
Ensure equitable outputs across all demographics

Document model training and data sources

Eliminate discriminatory decision-makin
2 J Communicate limitations and risks clearly

Regular bias audits and testing

Accountability Privacy & Security Safety & Robustness
Clear ownership and responsibility Protect data with encryption and Thorough testing and continuous
for Al outcomes ethical h:dEIing monitoring
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Implementation Workflow for Al Projects

2/ y?
Problem Scoping Data Preparation Development &
Define clear objectives, identify Clean and prepare data through Testi ng

Design and test algorithms,

datasets, understand stakeholder collaborative efforts, address
: . validate models, perform bias
needs, and establish success missing values, and ensure data
metrics for the project. quality for model training. audiSEnaensuroaiignmentwit
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Building Sustainable Al for Social Good

Institutional Support Collaborative Partnerships

Establishing long-term commitment and resources Fostering effective collaboration between Al

for sustained impact and continuous improvement. researchers, technologists, domain experts, and
Secure funding and institutional backing for community stakeholders.
projects. Involve software engineers and data specialists.
Build capacity within partner organizations. Engage with local communities and beneficiaries.
Create frameworks for knowledge transfer and Build trust through transparent communication.
training.

—
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Change
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Explore the 5-phase methodology: Empathize, Define, Ideate,

Prototype, Test applied to hate speech detection challenges.

Develop deep empathy through personas, empathy mapping, and

stakeholder analysis for comprehensive problem understanding.

Discover cutting-edge ML frameworks, NLP techniques, and tool
recommendations for building robust hate speech detection

systems.

Build, test, and refine Al-driven solutions using agile methods and

data-driven insights for hackathon success.
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Deeply understand users’ pain points, needs, and contexts. Conduct interviews with content moderators, victims, and platform stakeholders

to gather qualitative insights about hate speech impact.

Synthesize research into a clear problem statement. Develop How Might We (HMW) questions that reframe challenges into opportunities for

Al-driven innovation.

Generate diverse solution concepts using brainstorming, design sprints, and collaborative workshops. Explore ML architectures, ensemble

methods, and novel detection approaches.

Rapidly build working Al models, MVPs, and interactive demos. Implement proof-of-concepts using pre-trained models, fine-tuned

transformers, and ensemble techniques.

Validate solutions through user testing, A/B testing, and performance metrics. Iterate based on feedback, bias audits, and real-world

deployment scenarios.



Phase 1: EMPATHIZE - Understanding Hate Speech

Deep Empathy Research

Move beyond data—understand human experiences. Interview content

moderators facing psychological strain, marginalized communities

experiencing harassment, and platform teams managing scale.

O

Stakeholder Mapping

Map all actors: victims,
perpetrators, platforms,
regulators, civil society.
Understand competing needs
and ethical considerations in

content moderation.

Contextual Analysis

Study language nuances, cultural
context, platform-specific
dynamics. Hate speech varies by

region, culture, and linguistic

complexity—one-size-fits-all fails.

Think & feel
Whot really counts
Major prococupations
Wore REPIry
Hear ~ See
What friends Enviconment
What tho boss says $ ) Frionds
What influencers say What the market offors
Say & do
Attitude in public
Appoarance
Bohavior towards others
Pains Gains

foars

Wants/noeds




Phase 2: DEFINE - Problem Framing

Create User Personas Develop HMW Questions

Develop detailed personas representing key Transform insights into opportunity-focused
stakeholder groups with specific needs, technical problem statements that guide ideation and
proficiency, and constraints. prototyping.

Persona: Overburdened Moderator facing burnout HMW: Enable real-time detection that respects

from exposure to traumatic content. cultural context and linguistic nuance?

o . . HMW: Reduce human moderator burden while
® Persona: Marginalized User experiencing targeted ®

. . maintaining accuracy and reducing bias?
harassment on multiple platforms simultaneously.

HMW: Create transparent, explainable Al that

Persona: Platform Product Manager balancing free

o users can understand and appeal?

speech with user safety at billion-user scale.



Phase 3: IDEATE - Al Solution Concepts

Detection Approach Comparison
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Multi-Modal Detection
Combine text, image, video analysis. CNN

for visual content, RNN for temporal

patterns, transformers for semantic

understanding.

Ensemble Methods

Stack multiple models (BERT, Gemma,
DistilBERT, XLM-RoBERTa) for robustness.
Ensemble achieved F1-score of 0.7652 on

diverse datasets.



Advanced ML Frameworks for Hate Speech Detection

0.765+ 150-400ms 20+ 94%

Best F1-Score Inference Speed Languages Supported User Satisfaction
Transformer Models Advanced Techniques Multi-Modal Integration
. . Apply sophisticated training methods
. to handle class imbalance and edge
multilingual contexts and across text, image, and video.
cases.
low-resource languages.
e FocallLoss: Focus on hard examplesin ® CNN-RNN: Visual hate symbols +
[ ] H . H o
languages (Hindi, Bengali, Tamil) gamma=4.0)
¢ Audio Analysis: Detect hate speech in
¢ XLM-RoBERTa: Robust multilingual ® LoRA Fine-tuning: Parameter-efficient .
voice content and streams
baseline across 100+ languages adaptation with rank=16
.. ® Context Fusion: Cross-modal attention
ORPO: Preference optimization for
®* Gemma-2 (9B/27B): Open-source LLMs =

. . . mechanisms for holistic understanding
. - instruction-following LLMs
with few-shot capabilities



Phase 4: PROTOTYPE - Building Your Al Solution

Rapid MVP Development

Use open-source stacks and pre-trained models to build working prototypes in 24-48 hours. Focus on

validation, not perfection.

Tech Stack Essentials Data Strateg Model Selection
PyTorch + Hugging Face Combine curated datasets
. Start with Gemma-2 or
Transformers + FastAPI for (HAsOC, Gab, Twitter) with _
DistiIBERT; ensemble 2-3 models
scalable, production-ready domain-specific annotations.
for robustness; add few-shot

endpoints with containerization. Balance across languages and

capabilities for rapid adaptation.
hate categories.



Advanced Tools & Frameworks Recommendation

Tier 2: Deployment &

Tier 1: Core Development Scaling Tier 3: Monitoring &

Governance

- Hugging Face Transformers:
Pre-trained models, easy

fine-tuning, model hub
- PyTorch Lightning: Scalable

training, distributed
computing, experiment

management

- Weights & Biases: ML
experiment tracking,
hyperparameter optimization,

team collaboration

- FastAPI + Docker:

High-performance API
endpoints, containerization, easy

deployment

- Ray for Distributed ML: Parallel

inference, hyperparameter

tuning, real-time model serving

. TorchServe: Production-grade

model serving, batching,

multi-GPU support

. Evidently Al: Model monitoring,

data drift detection, performance

degradation alerts

- Fairness Indicators: Bias auditing

across demographics,

intersectionality analysis

. SHAP/LIME: Explainability,

interpretability for end-users and

regulators
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Quantitative Testing Qualitative Testing

Evaluate on diverse test sets with stratified sampling. Conduct user testing with affected communities, content
Track Precision, Recall, F1, and AUC across language moderators, and platform teams. Gather feedback on false
groups and hate categories. positives, edge cases.

Confusion matrix analysis reveals false positives Perform red-teaming exercises—adversarially test system
(over-censorship) vs. false negatives (missed harm). robustness against bypass techniques, homophone
Target F1> 0.75 with balanced errors. substitution, and code-switching.




Critical Success Factors for Your Hackathon

Design Thinking Excellence

Audit models across demographics (race, gender, language,

Provide clear explanations: Why was this content flagged?
region).

Test on code-switched text, regional dialects, and Enable human appeal with context—allow users to provide

context-dependent expressions. nuance.

Build trust through transparency and accountability
Document limitations transparently in your presentation.

mechanisms.

Deploy early MVPs, gather feedback, Address hate speech thoughtfully. Avoid Report F1-score, precision-recall curves,

iterate. In 24-48 hours, prioritize over-censorship while protecting false positive/negative rates. Show how

validated learning over feature vulnerable groups. Document your your solution balances accuracy with

completeness. ethical framework clearly. user safety.




Model Performance Benchmarks & Best Practices

Recommended Baseline

Start with Gemma-2 9B fine-tuned on
ensemble with ORPO optimization.

This open-source model achieves Fl-score
of 0.765+ with strong multilingual support
and reduced hallucinations—perfect for

hackathon fast-tracking.

Ensemble methods combining IndicBERT V2,
XLM-RoBERTa, and Gemma-2 outperform
single models. Focal Loss (gamma=4.0)

handles class imbalance in sparse hate

speech datasets effectively.



Collaboration & Team Dynamics

Stakeholder Engagement

Involve affected communities early.
Partner with civil society organizations,

. researchers studying hate speech,
Cross-Functional Teams ying P

platform trust/safety teams for

Combine data scientists, product real-world validation and credibility.

designers, domain experts in hate

speech/social impact, and ethicists.

Agile Sprint Methodology

Diverse perspectives strengthen bias Daily standups, sprint planning

detection and fairness in your solution.

retrospectives. Allocate: 20% research,
40% model development, 30%
testing/iteration, 10%
presentation/documentation in your

hackathon timeline.



Advanced Implementation Resources
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Al Tools to Fight Al:
Emotional Intelligence & Leadership
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Understanding malicious Al, deepfakes, bias attacks, and

emergent harms that defensible Al tools must address.

Building high-trust teams that collaborate across disciplines to

create effective countermeasures and safety tools.

Developing emotional intelligence to understand user impact

and build detection tools that work in the real world.

Leading with empathy while building powerful tools: ensuring

defensive Al doesn't become offensive.



The Al Defense Paradox

Why El Matters in Al Defense

Building tools to fight Al requires teams that understand both human victims and malicious actors. Emotional

intelligence helps teams design defenses that are ethical, effective, and accountable.

Understand Harm Design Solutions Prevent Abuse
Empathize with Al victims. Who's Create detection tools that Ensure your defensive tools can't
harmed by deepfakes? Biased actually work for people who be weaponized against

L
g

algorithms? Manipulation? need them most. vulnerable populations.



Types of Al Harm We Combat

Deepfakes & Synthetic

Media

Al-generated fake videos,
voices, images used to
impersonate, defame, or
manipulate. Especially

devastating for women and

marginalized communities.

Algorithmic Bias & Manipulation &

Discrimination Persudsion

Al systems that perpetuate Al-driven personalization,

historical discrimination in misinformation, and

hiring, lending, criminal justice, psychological manipulation.

healthcare. Biased training data Systems that exploit human

+ unexamined assumptions = vulnerabilities at scale.

systematic harm.

Privacy Violations

Al that infers sensitive
information, enables
surveillance, or violates
autonomy. Data extraction
and misuse at

unprecedented scale.



Why We Need Al to Fight Al

Malicious Al Systems
Rapid deployment, hard to detect, adaptive.

No human team can manually review all
content. We need Al tools to identify harm at

scale.

The Al Arsenal

Detection engines + content verification +
bias auditing tools + privacy protectors.
Multiple layers of defense. Multiple

perspectives. Better outcomes.

Defensive Al Systems
Built with ethical design, transparency, user

empathy. Designed to protect, not to
weaponize. Created by teams with strong El

and values.

Human-Centered Defense
Al tools that augment human judgment, not

replace it. Systems designed with input from
affected communities. Technology that

serves people.



The Evolution of Al Defense

Bl — The Blind Spot

Early years: Tech companies didn't anticipate Al misuse. They built powerful systems without

considering weaponization, deepfakes, scale. Harmful actors moved faster than defenders.

.— The Wake-Up Cali

Public crises: Deepfakes went mainstream. Algorithms discriminated visibly. Misinformation

campaigns manipulated elections. Society demanded better defenses. Teams realized: we need Al

safety tools NOW.

.— The Defense Movement

Teams worldwide building detection systems, verification tools, bias audits, content authentication.

Leaders combining technical brilliance with empathy for victims. Building defensible Al.




Five Pillars of Al Defense Leadership

Threat Awareness

Understand the evolving threat landscape. What new attacks are emerging? How are bad actors using Al?

Stay ahead of threats through continuous learning.

Victim Empathy
Who's harmed when these tools are weaponized?

Sex workers, activists, women, minorities are disproportionately affected. Design from their perspective.

Collaboration at Scale

No single team can defend alone. Law enforcement, platforms, researchers, civil society, affected communities.

Build together.

Ethical Strength

Your defense tool must be more ethical than offensive Al. Otherwise you become part of the problem.

Values-based leadership matters most.

Transparency & Humility

Admit your tool’s limitations. Be honest about what it can’t detect.

Build trust through honesty, not hype.




Deepfakes go viral. Victims are overwhelmingly Multiple detection methods working together:

women and minorities. By the time it's flagged, forensic analysis, behavioral patterns, source
psychological damage is irreversible. e Technical: Detect Al-generation artifacts in

o Early deepfakes required extreme technical skill. images/video.

. e Behavioral: Flag suspicious upload patterns,
Now: easy, accessible.

e Synthetic media gets more convincing daily. coordinated inauthentic campaigns.

. . . e Collaborative: Train models on community reports
Detection always lags behind generation.

e Users can't distinguish real from fake. Platform from affected regions.

tekeeni | il ¢ Human-in-loop: Keep humans in the loop for final
gatekeeping alone fails.

verification decisions.



Bias Detection & Auditing Tools

Measuring Fairness Continuous Auditing Transparency &

Finding Bias Remediation

"%




Building Trust in Defense Tools

Privacy

Transparency

n Accountability




Self-Awareness In Defense Teams

Know Your Blind Spots

Recognize Your Biases

Understand Your Power

Own Your iImpact




Empathy for Victims

User-Centered Defense

Empathy means genuinely understanding how victims experience harm. A deepfake's emotional impact.

Algorithmic bias’s systemic effect. Misinformation’s psychological toll.

Listen to Victims Research Impact
Interview people harmed by study real-world harms. Don't
harmful Al. Understand their assume you know what matters.

experience. What do they need in Let data and stories guide you.

a defense tool?

Co-Design
Involve affected communities in
building solutions. They're experts
on their own harm. Include them as

decision-makers.



Cross-Disciplinary Defense Teams

Bridging Expertise

Al defense requires: ML engineers, security researchers, ethicists, social scientists, lawyers, community advocates. Each

discipline sees threats differently.

Explain Impact

Make technical decisions understandable to

non-technical stakeholders.
Connect detection thresholds to real human

consequences.

Help security researchers understand user impact.

Genuine Collaboration

Technical excellence adlone isn't sufficient. Include diverse

expertise in core decisions.

Listen Across Disciplines

o Ethicists may see harms engineers miss.

Community advocates understand deployment

contexts.

o Lawyers know regulation implications.

Model Respect

When leaders value all disciplines equally, teams feel

psychologically safe to speak up about risks.



Someone raises a concern: This detection threshold will censor marginalized creators.’ Or: ‘'Our tool

might enable surveillance.’ Or: 'We don't know long-term impacts.’ Uncertainty meets pressure to ship.

deb
High-El leaders pause. They listen to the concern, not defensively. They seek input from affected

communities. Often, someone sees a real problem early.

Goal isn't shipping fast. It's building defense that's ethical AND effective. Sometimes that means

redesigning. Always means putting impact first.



Defense Accountability Framework

Testing & Adversarial

Review

Governance

Impact Assessment




Different backgrounds catch different attack vectors.

Adversaries come from everywhere—defend with diverse

teams.

Homogeneous teams can't see all threats.

Diversity in hiring = better defense.

Create psychological safety to raise concerns about your

owhn tool.

Value dissent—the skeptic might prevent a disaster.

Support people who challenge the tool's use.

Celebrate defensive wins, not just detections.



El Skills for Al Defense Leaders

Emotional Regulation Values Clarity

Difficult Conversations

Threat Literacy

"%




The Regulation & Oversight Shift

Governments Are Stepping In

Governments creating regulation around Al weapons detection, deepfake identification requirements, bias

auditing standards. Emotionally intelligent leaders see this as opportunity to build trust.

Transparency Rules

Defense tools will need to show
their work. Leaders who embrace
transparency build regulatory

advantage.

e o
o’

Fairness Standards

Regulators will require fairness
testing. Teams that already do
this—and do it better than

compliance—will lead.

Accountability Measures

There will be consequences for
defense tools that cause harm.
Leaders who care about impact

aren't afraid of accountability.



Your Journey as an Al Defense Leader

Awareness
Notice your own biases about threats. What attacks feel real to you? What vulnerabilities do you overlook? What

populations are you protecting? What are you leaving exposed?

Humility
You can't defend against everything. Adversaries will find new vectors. Communities affected by

harm see threats you don't. Listen more than you speak.

Action
Start building defense differently. Hire from affected communities. Make

decisions collaboratively. Include people harmed by harmful Al. Slow down when

uncertain.

Influence
Model this approach for others. Create teams and organizations

where ethical defense is valued as highly as technical

excellence.




01. Threat Modeling

02. Stakeholder Mapping
Practical Defense

FramEWOrkS 03. Resilience Metrics

04. Red Teaming



The Three C's of Ethical Defense

Capability F o

' Courage
\,H

Compassion




Critical Questions for Defense Teams

Who Decides What

Threats Matter?
Was it victims? Security

researchers? Platforms? If
certain voices were missing,
what threats did we not see?

Who you listen to shapes

what you defend.

Where did threat examples
come from? What attacks are

represented? What are we

shapes what we can detect.

What Data Are We

Using?

missing? Training data

Who Could Be Harmed
by Our Tool?

Could false positives censor
activists? Could it enable
surveillance? Could
authoritarian governments
misuse it? What's our

responsibility?

Do We Have

Accountability?
If our tool harms innocents,

who's responsible? How do
falsely flagged creators get
redress? Accountability
structures show we really

cdare.



Detect and flag deepfakes before they cause Remove malicious bot networks spreading

reputational harm. Challenge: False positives harm misinformation. Challenge: Legitimate users get
innocent creators’ visibility. caught in dragnet.
® The prob'em: Perfect detection = impossible. e The problem: Overzealous detection silences
e The lesson: Design for graceful failure—false activists.

e Thelesson: Testimpacts on different user groups

positives harm humans too.

¢ The fix: Transparent thresholds, appeal before scaling.
e The fix: Community review, appeals process,

mechanisms, community context.

e The leadership: Leaders who weighted harm to geographic testing.
e The leadership: Leaders who stopped to listen

innocent creators equally with harm to victims.
when harm was reported.



Assess Your Defense Leadership El

Personal Defense El Audit

Reflect honestly: How well do you understand attack vectors? Can you stay calm during incident response? Do

you understand community impact? How skilled are you at decision-making under threat?

Emerging Developing Mastering
Beginning to understand threats Actively building defense with Skillfully defending while
and theirimpact. growing collaborative skills. respecting human rights and

minimizing harm.



Thank You—Now Build Something Extraordinary
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Your Defense Leadership Journey Starts Now

Practice Deliberately

Self-Awareness

Seek Feedback




Measuring Defense Effectiveness

How Do You Know Your Defense Tool Works?

Success isn't just technical. It's measured by impact on victims, false positive rates, adversary adaptation speed, and user

trust. Multiple perspectives on success matter.

Victim Impact Defense Metrics

e Are victims finding and using your tool? o Detection rates vs. false positives balance.

o Does it give them agency and control? o Speed of adaptation to new attack vectors.

o Does it reduce retraumatization? e Coverage: which threats can you detect?

o Do they feel heard by your team? e Resilience: how hard is it to evade?
Outcomes Iteration

Better-protected communities. Reduced harm. Increased
Defense is ongoing work. Keep testing. Keep learning from

trust in platforms. Adversaries finding it harder to
failures. Keep adapting as threats evolve.

weaponize Al.



Defense Leadership Under Crisis

During Active Threats During Tool Misuse

When attacks spike (like a coordinated When your defense tool is weaponized against
disinformation campaign), leaders stay calm. Your innocents, address it directly with curiosity. Use what
nervous system affects everyone. Regulate yourself, you've learned about listening, empathy, and

then help regulate the team. reframing.

® Model composure under pressure. ¢* Name the problem without defensiveness.

e Break problems into manageable pieces. e Seek to understand how people were harmed.

®* Remind teams of their capabilities and progress. * Look for the gap between intent and impact.

e Celebrate successful blocks to maintain ¢ Guide toward corrections that prevent future

momentum. harm.



Inspiring Your Defense Team

Celebrate Progress

Paint the Picture

Foster Agency




Modeling Vulnerability in Defense

Ask for Help

Admit Defense Gaps Show Your Process




Authentic Al Defense Leadership

What Authentic Defense Leadership Is

It's not about dominating threats. It's showing up with real expertise, leading from your values, and inspiring

teams through genuine commitment to protection.

Threat-Literate Values-Driven
Deep knowledge of how attacks Lead from commitment to
work and why. protecting people, not just

catching threats.

Community-Connected
Prioritize connection with

affected communities. Care

about people, not just metrics.
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Clear detection criteria + regular testing = accountability. People perform better when they know what's

expected and why false positives matter.

Establish review systems. Did this detection actually prevent harm? Was this false positive justified?

Peer review prevents individual blind spots.

When your tool harms innocents, the team steps in. This is when real responsibility shows. Support to

those falsely flagged matters more than support during successful blocks.



Co-Creating Defense Principles

The Charter Process

Don't impose defense principles. Co-create them with affected
communities, security researchers, ethicists, platforms. When

people have voice, they own responsibility.

o

Reflect Discuss
What values do we share?

Where do we naturally align

What's most important in on threat priorities? Where

building ethical defenses? do we differ? How do we

L
navigate difference?



Defense Team Roles & Expertise

Different expertise heeded: ML engineers build High-performing defense teams mix expertise

detection. Security researchers find weaknesses. intentionally. Too many optimizers = missed threats.

advocates represent users. Identify your team’s natural strengths.

o Some focus on speed of detection. . .
Value expertise different from your own.

Some focus on accuracy and minimizing false . -
Play to strengths while building complementary

positives. .
skills.

Some focus on adversary psychology.
Vs 2 Rotate perspectives to prevent tunnel vision.

All roles essential for strong defense.




Building Trust in Defense Work

Show your real self. Admit when your tool

failed. Ask for help from communities

o) you serve. Revealing limitations builds
Do what you say. Follow through on fixes. LGk [ el ] el TG T e L
Show up for affected communities. Trust LRt
A
is built through consistent action. Over
time, small consistencies compound into Protect information about defense
deep trust. O mechanisms. Don't reveal detection

signatures to public. Keep threat intel
private. When people know their information

is safe with you, trust deepens.



Managing Emotions In Detection Work

The Emotional Toll

Defense work exposes you to harm: deepfakes, abuse, hateful content, misinformation. Teams see humanity at

its worst. Emotional care is infrastructure, not luxury.

Regular Breaks Support Access Team Support
Rotate analysts to prevent Mental health support is Debrief together. Share the
burnout. They can't stay non-negotiable. Detection work emotional burden. Let
objective when traumatized. is inherently traumatic. teammates know they're not

alone.



Difficult Conversations in Defense




The SBI Feedback Method for Defense

Situation

Describe the specific detection context. When we detected this content..." Not generalizations. Specificity

prevents defensive reactions.

Behavior

What did the detection do? What was the user impact? ‘This detection removed content from

X users.’ Not interpretation, just impact.

Impact

Name the effect. ‘This false positive silenced legitimate activists. Help your

team understand why this matters without blame.

Together

End with partnership. ' How do we improve this detection?’

Invite collaboration on refinement, not defense.




Understanding Conflict in Defense Decisions

Tra nspdarency vs.
. Security
Broad vs. Precise Explain how your tool Centralized vs.
Speed vs. Castwide netortarget  works or keep methods Distributed
Accuracy carefully? Broad secret? Transparency i JOCIU Ity el
Detect fast or detect catches more threats builds trust but risks many players?

? Di . . .
carefully? Different but harms more adversarial Centralization is
PRSI innocents. Precise exploitation. efficient butrisky.

differently. Neither is protects innocents but - Distribution is resilient
. Ny N
wrong. Find balance misses threats. \\a\ /,/, ~ but complex.
that respects both '
threats and innocents. i
// \\\\ \
.'/ \'\
.“/ \"\
1/ 1 \'

Reactive vs.

Predictive
Respond to known

attacks or predict
emerging ones?
Reactive is provable.
Predictive catches
unknown threats but

risks false alarms.



Adversarial Perspectives
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Red Teaming Threat Intelligence

e Hire or contract adversaries to attack your tool.

e Study how attackers work. What's their motivation?
e They think like attackers. Find what you can’t see.

e Track evolving tactics. How do they adapt?

® Celebrate when they break your system—better now than in production. . . L.
¢ Understand their constraints. What limits them?

e Iterate on weaknesses they reveal. e Stay ahead by understanding their thinking.




Speaking Truth to Power Iin Defense

Know Your Truth —-

Get clear on what your data shows. What's your
tool actually detecting? What are its real
limitations? Most people aren’t aware of

uncomfortable facts about their own systems.

Use Clear Language
'Our defense has this limitation’ not ‘'Your tool is

broken.’ Own your findings without blame.

Frame as opportunity to improve.

Lead with Data

Share findings through evidence. 'Our tool has
95% accuracy on majority populations but 60%
on minority populations.’ Data reduces

defensiveness.

Invite Solutions
After presenting truth, invite input. ' How should

we address this?' Partners in solving are more

receptive than recipients of criticism.



Building Psychological Safety in Defense

What It Is

Psychological safety is the belief you can
raise concerns about your own defense
tool without fear of retaliation. It's the
foundation for finding real problems

before they cause public crises.

94%

Teams that caught Al misuse early had

high psychological safety to speak up.



Nonverbal Communication in Defense

The 55-38-7 Rule In Crisis

When discussing detection mistakes: 55% body language, 38% tone, 7% words. Your presence communicates whether you

genuinely care or are just defending.

Facial Expressions Tone & Pace

o o Slow pace signals you're taking this seriously.

Show genuine concern for harm, not defensiveness.
e Warm tone creates safety for hard conversations.

Let your expression match your commitment to fix . . . . , »
Steady inflection shows confidence in your team's ability

things. .
i ' ) i . to improve.
Nodding shows you re hearing, not just waiting to
L
respond.
Gestures Timing
Open gestures show receptivity. Defensive posture closes Don't interrupt. Let people finish describing harm. Pauses

conversation. show respect for their experience.



Active Listening with Victims

Look at the person. When they describe harm, your Uncross arms. Face them. Lean in slightly. Your body

attention shows it matters. communicates whether you genuinely care.

In remote settings, look at camera when they speak so Closed posture signals you're defending your tool, not

they feel seen and heard. hearing them.




Be fully here. Put away distractions. Your attention is respect.

Listen to understand their experience, not to defend your tool.

Mirror back: 'So your content was wrongly flagged, and...’ This

confirms you heard.

'That must have been frustrating/scary/harmful.’ Validation

builds bridge between your world and theirs.



Reframing in Defense Context

Question It

Identify the Concern

Reframe It




Breathing & Grounding Under Defense Pressure

The Power of Breath In Crisis

Threat detected. Time to respond. Your amygdala fires. Controlled breathing directly calms your system,

shifting from panic to strategic thinking.

Box Breathing
4 counts: in, hold, out, hold. Use

during incident response to stay

clear-headed.

Grounding
5 things you see, 4 hear, 3 touch,

2 smell, 1taste. Anchors you
when overwhelmed by scale of

threats.

Tactical
Used by military and incident

responders. In 4, hold 4, out 4.
Resets nervous system in

minutes.



The CALM Framework for Defense Decisions

Center

Pause. Threat detected, but pause anyway. Take three conscious breaths. Ground yourself. Then analyze.

Acknowledge

Name what you're observing. ‘This appears to be coordinated disinformation.’ This looks like a

deepfake campaign.’ Naming it clearly helps analysis.

Listen

What is this attack telling you? What's the attacker’'s goal? What communities are

targeted? Listening to the attack itself reveals its logic.

Move Forward

Choose your response. Block? Slow? Monitor? Notify victims?

What serves security? What serves ethics? What serves people?




Regulation Techniques for Defense Teams

Work directly with nervous system during crises.

Deep breathing: Instantly calms threat response.

Cold water reset: Activates parasympathetic

nervous system.

Movement: Walk away, then return clear-headed.

Progressive muscle relaxation: Release held

tension from stress.

Engage thinking brain to manage reactive brain.

Reframe: 'We've handled this before. We can

handle it again.’

Zoom out: This is one incident in our mission.’

Find the learning: 'What does this reveal about our
gaps?’

Perspective shift: ' How would | advise a friend in

this situation?




The Activation

Alert comes in. Threat detected. Your amygdala fires. Cortisol and adrenaline flood your system. You

feel urgency—mind spinning, heart racing.

The Window of Choice

You have about 90 seconds before peak activation. In this window, you can pause, ground, and choose

strategic response rather than reactive panic.

The Analysis

Your prefrontal cortex comes back online. You can think strategically. But if you skip the pause window

and stay dysregulated, you make poor decisions under time pressure.



Emotional Patterns in Defense Work

Cyber Threat Intel Team Report

ACTION REQUIRED

Anewvulnerabllity affecting several Linuxdistributions has been reported.
Please review the attachod detads.

Details B Root access vulnerability in GNU Library C (glibc) impacts many Linux distros

Type Report

Owner CAL Automated Threat Lidrary

Date Added 2024-01-31 201015 GMT

Last Modifled 2024-01-31 201015 GMT

Tags > TA0004 - Priviege Escalation BLOG: Security Affakrs

Exploitation for Priviege Escalation Expiotation for Clent Execution




Recognizing Your Defense Blind Spots

Internal Blind Spots

External Blind Spots
Relational Blind Spots




Understanding the Threat Spectrum

Low Intensity

High Intensity




Types of Threats We Defend Against

Technical Threats

Bothets, malware, data breaches.
Threats that require technical
knowledge to execute. Defense:
Detection systems, network

protection, intrusion prevention.

Content Threats

Deepfakes, misinformation, hateful
content. Threats that manipulate
through information. Defense:
Content verification, source

credibility, context analysis.

Behavioral Threats

Social engineering, manipulation,
psychological attacks. Threats that
exploit human nature. Defense:
Media literacy, community

awareness, behavioral detection.



Emotional Triggers & Defensive Response

.— Recognize Your Triggers

What situations activate your defense mode? Threats to communities you care about? Attacks on your

tool? Pressure to act fast? Identifying triggers helps you regulate.

.— Practice Response Techniques

Use evidence-based methods: deep breathing, grounding, analysis-before-action, threat modeling.

Maintain emotional equilibrium under pressure.

.— Create Safety Signals

Team signals that indicate when someone needs support. When overwhelmed by threat scale. When

considering actions that might harm innocents. Psychological safety in defense work saves lives.



Genuine listening uncovers unmet needs and reveals

tool gaps.

Listen without planning your defense or response.

Reflect back: ‘So the false positive damaged your

credibility with...’

Ask clarifying questions that show genuine

interest.

Notice emotional cues: fear, trauma, anger from

harm.

Share findings about tool limitations in ways that

invite collaboration.

Use data-driven language: ‘'Our testing shows...’

Acknowledge impact: This affects vulnerable

users more.'

Create space for different perspectives on

acceptable tradeoffs.

Respond with curiosity: ' How would you design

around this?'



De-escalating False Positive Crises

Seek Common Ground

Pause & Regulate

Transparent Resolution




Co-Creating Defense Ethics

Don'timpose ethics. Co-create them with affected communities, researchers, advocates. When people co-create,

they own the responsibility.

What principles guide our defense? . .
y P plesd How do we make decisions about tool deployment?

« What matters more: catching threats or minimizing

false positives? When and how do we communicate about tool

« How do we handle tradeoffs? failures?

e Howdo we respond when we cause harm?

Agree on accountability and Revisit and refine as threats and Create space for reporting tool

support mechanisms. impacts evolve. problems without fear.




Core Competencies for Al Defense Leaders

Ethical Clarity

Threat Literacy

Human Leadership




Thank You—Lead the Defense with Heart
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Building empathetic narratives to counter hate speech and

drive positive social change through Al-powered tools.

Module 4 - Hackathon Series

Hate Speech Counter Narrative Initiative
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Module Agenda

01. Module Vision

Moving beyond counter-narratives toward building empathetic,

heart-centered digital stories that inspire change.

02. Persuasion Techniques

Analyze emotional and persuasive mechanisms in hate speech

and counter-narratives for strategic response.

03. Storytelling Principles

Master character, conflict, and resolution to craft compelling

digital counter-narratives effectively.

04. Ethical Implementation

Apply comprehensive ethical guidelines ensuring content remains

inclusive, respectful, and transformative.



Module Vision: Empathetic Digital Storytelling

Beyond Counter-Narratives

Rather than simply reacting to hate speech, this module empowers you to proactively create narratives that

capture hearts and minds through authentic, compelling stories grounded in empathy and human connection.

Human-Centered

Approach

Place real people and their lived
experiences at the center of every
narrative, fostering genuine

understanding across divides and

building meaningful communities.

Creative Innovation

Leverage digital platforms and
emerging Al tools to amplify
voices, reach new audiences, and
transform narratives with

scalable, impactful solutions.

[A]

Cultural Bridge-Building

Create inclusive narratives that
honor diverse perspectives,
celebrate shared humanity, and
inspire collaborative solutions to

social challenges.



Analyze Persuasion Mechanics -

Apply Storytelling Principles -

e _

p—— _



Analyzing Emotional & Persuasive Techniques

Hate Speech Tactics Counter-Narrative Strategies
Understanding the mechanisms that make divisive Applying ethical persuasion techniques that inspire
narratives emotionally compelling and empathy, critical thinking, and positive action.
psychologically gripping. Humanization through authentic storytelling

Fear and in-group superiority appeals Complexity and nuance acknowledging real
Dehumanization and othering language CONCErnS

Simplified us-vs-them dichotomies Common values and shared aspirations framing

Emotional urgency and false scarcity narratives Credible messengers and lived experience voices



The Storytelling Framework: Character, Conflict, Resolution

._

._

Relatable Character

Create protagonists whose backgrounds, values, and struggles resonate authentically with your audience. Use

real stories or composite characters that reflect genuine community experiences and challenges.

Compelling Conflict

Present authentic tensions that mirror real-world dilemmas without oversimplifying. Show how prejudices form,

how misunderstandings occur, and why people believe harmful narratives despite good intentions.

Transformative Resolution

Demonstrate meaningful change through connection, education, or collective action. Inspire audiences to

envision alternative futures where empathy and cooperation triumph over division and hate.



Developing Your Digital Storyboard

1. Script & Narrative

Write dialogue, voiceovers, and
narrative descriptions that bring your
story to life with emotional authenticity
and cultural specificity grounded in

research.

2. Visual Sequence

Design shot lists, scene compositions,
and visual metaphors that reinforce
your message while respecting dignity
and avoiding exploitative imagery or

stereotypes.

3. Distribution Strategy

Plan platform-specific adaptations,
audience targeting, and amplification
tactics ensuring your counter-narrative
reaches the communities most

impacted by hate speech.



Ethical Checklist for Inclusive Counter-Narratives

Inclusion & Respect Impact & Accountability

Ensure your narrative honors dignity, authenticity, and Verify your counter-narrative creates positive change

agency of all communities represented. without causing unintended harm.

Involved community members in creation and Measured engagement and behavioral outcomes

review Monitored for backlash or harmful responses

Avoided stereotypes, caricatures, or tokenism loops

: : Remains accessible to diverse abilities and literac
Credited and compensated contributors Y

appropriately




Core Competencies Developed

Communication

Craft clear, compelling messages
that bridge divides and inspire 1

audiences to engage with complex

social issues constructively.

Creativity

Develop innovative narrative
approaches using multimedia
formats and emerging technologies
to make counter-narratives more

impactful and engaging.

Cultural Sensitivity

Demonstrate deep respect for diverse
perspectives, traditions, and
experiences while challenging
harmful stereotypes and building
genuine cross-cultural

understanding.



Apply to Your Al Hackathon Project

Integrating Ethical Storytelling Into Al Tools

Use the storytelling framework and ethical principles to guide your Al tool design, ensuring algorithms amplify empathetic

narratives while minimizing harm and bias.

Al Content Detection Story Generation

Train models on ethical narrative principles Generate culturally responsive narratives
Flag harmful emotional manipulation tactics Ensure character complexity and authenticity

Recommend counter-narrative alternatives Maintain ethical compliance in outputs

Impact Measurement Safeguards

Design metrics that track empathy engagement and - , , , ,
Build in human review, community oversight, and bias

community trust building, not just viral metrics. , , L
detection to prevent tool misuse or amplification of harm.




Your Hackathon Deliverables

Project Requirements

Build an Al tool that creates, detects, or amplifies counter-narratives.

Use storytelling principles and ethical guidelines to ensure your

solution drives empathetic social change.

& '‘n
Technical Component Narrative Strategy Detaglwate Pitch Peal
Document your storytelling i P
Al/ML model for narrative @ e
. approach: audience analysis, (& SN | 2
analysis, generation, or detectio 4 ~.. AT
- character arcs, emotional @ r—
Include bias mitigation and
. . strategy, and platform = = ———
ethical safeguards in your @ @ e

distribution plan for
algorithm design.

maximum impact.




Case Study Framework: From Concept to Campaign

Launch & Measurement

Release content in coordinated multi-platform waves
Monitor sentiment, engagement, and audience responses
Activate community ambassadors for organic sharing

Iterate based on feedback and real-time analytics
Campaign Strategy

Define target demographic and platform ecosystem
Develop core narrative message and character arcs

Create content calendar with platform-specific adaptations

Impxt Masssenment

) W
Establish community partnerships for amplification o @

w




Measuring Impact & Success Metrics

Beyond Viral Metrics

True counter-narrative success requires
measuring attitude and behavior change,
not just engagement numbers. Focus on
empathy metrics, community health, and

audience transformation rather than likes

87%

Audience Perspective Shift

and shares.




Common Pitfalls to Avoid

Ethical Violations

Careless implementation can cause harm despite

Production Mistakes

Poorly executed narratives undermine your message

and audience trust. good intentions.

Preachy or condescending tone alienates audiences

Inauthentic casting or caricature representations

Over-production that feels corporate and

inauthentic

Ignoring platform norms and audience expectations

Exploiting trauma without consent or compensation
Centering perpetrator stories over survivor voices

Creating backfire effects by mentioning specific

hate content

Appropriating cultural narratives without community

input




Al Tools for Counter-Narrative Creation

7
Generative Al

Create narrative variations, adapt stories
for different platforms and audiences while

maintaining emotional core.

O

Bias Mitigation

Detect and remove harmful stereotypes,
ensure representation, and flag
unintended harmful content before

publication.



Advanced Storytelling Techniques

Narrative Devices & Emotional Tools

Master psychological techniques that make counter-narratives stick in audience minds and inspire behavioral change.

Narrative Reversal Parasocial Connection

Flip audience expectations using plot twists Build intimate one-to-one relationship with viewers
Challenge stereotypes through character surprise Use confessional style and vulnerable sharing

Create cognitive dissonance forcing perspective shift Create ongoing character relationships across content

Cognitive Reframing Community Witness
Present familiar concepts in new contexts forcing audiences , , o :
Show collective action and solidarity, inspiring audiences to

to reconsider beliefs and biases. o . -
join movements of compassion and justice.




Audience Analysis & Targeting Strategy
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Who can amplity counter-narratives organically
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Primary Audiences Amplifiers & Allies

Audiences vulnerable to hate speech: young people, Community leaders, educators, social workers, and influencers

economically stressed communities, identity-seeking groups. who shape opinions within vulnerable populations.

Tailor narratives to address their specific fears, aspirations, Equip them with compelling narratives to share
and identity needs with empathetic, non-judgmental authentically, creating organic amplification and

messaging. peer-to-peer influence.




Platform-Specific Narrative Strategies

.— TikTok & Instagram

Short, punchy narratives (15-60 seconds) with trending sounds and visual hooks. Prioritize authenticity, humor,

and emotional resonance over production quality.

.— YouTube & Streaming

Longer-form storytelling (3-10 minutes) allowing character development and nuanced plot arcs. Build subscriber

community and enable playlist organization.

.— Reddit & Forums

Community-driven narratives through AMA (Ask Me Anything) and discussion threads. Leverage authentic voices

and grassroots credibility within niche communities.

Articles & Blogs

Long-form investigative narratives providing context, data, and expert perspectives. Drive SEO and establish

thought leadership on counter-narrative frameworks.



Multimedia Narrative Formats

Choosing Your Format

Select the medium that best matches your story, audience, and distribution channels. Each format has unique

emotional impact and reach potential for counter-narratives.

T a8

Video & Film Graphic Novels

High emotional resonance, builds Accessible, engaging, reaches
empathy through visual younger audiences. Combines
storytelling. Requires resources visual art with narrative depth for

but maximum impact potential. complex themes.

©)

Audio & Podcasts

Intimate, personal connection.

Ideal for long-form storytelling,

interviews, and reaching

commuting audiences.



Real-World Counter-Narrative Examples

Video Documentaries

Short-form documentaries featuring former extremists
sharing their deradicalization journeys humanize the

path away from hate.

Life-changing moments of perspective shift

Vulnerability and personal transformation arcs

Reaches audiences on YouTube, TikTok, platforms

Social Campaigns

Hashtag-driven campaigns amplify marginalized
voices countering stereotypes with authentic

community narratives.
User-generated content celebrating diversity
Celebrity and influencer amplification

Conversation shifting and trend-jacking tactics




Thank You—Lead the Defense with Heart
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From Idea to Impact

Transform your hate speech Al solution into a compelling
prototype and winning pitch that moves from concept to

market-ready innovation.

Module 5: Hackathon Innovation Track

Hate Speech Counter Narrative Initiative

Cofunded by the
Erasmus+ Programme
of the Eurogean Union
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Module
Roadmap

O01. Refine & Iterate

Collect feedback on your prototype and implement strategic

improvements based on user testing and mentor insights.

02. Pitch Structure

Master the 5-minute pitch format that hooks juries, explains your hate

speech Al solution, and demonstrates feasibility.

03. Delivery Mastery

Build confidence in public speaking while conveying passion, clarity,

and deep product knowledge with compelling storytelling.

04. Q&A Strategy

Prepare thoughtful responses to technical, ethical, and business

questions that demonstrate your team&apos;s expertise and vision.



Prototype Refinement Journey

From Feedback to Market-Ready

Your hate speech detection Al prototype is the physical
embodiment of your innovation. Transform user feedback and
mentor guidance into tangible improvements that demonstrate
both feasibility and real-world impact.

o I~

User Testing Performance Metrics

e Gather qualitative
insights from content
moderators, platform
representatives, and
affected communities to
validate accuracy and
ethical considerations.

e Measure precision, recall,
false positive/negative
rates, and cultural bias
detection to showcase
technical excellence and
safety improvements.




Iteration Framework

Strengths to Amplify

Highlight unigue model accuracy, language
diversity support, and ethical safeguards that

differentiate your solution from competitors.

Threats to Mitigate

Address false positive risks, regulatory
compliance, adversarial attacks on your
model, and demonstrate your team's risk

management strategy.

Weaknesses to Address
Acknowledge edge cases, cultural context

misinterpretations, or resource limitations,
then present concrete solutions already

underway.

Opportunities Ahead

Explore integration with platforms,
multi-language expansion, APl partnerships,
and real-time deployment capabilities for

scalability.



The Winning 5-Minute Pitch

.— Hook (20 seconds)

Start with a compelling statistic about hate speech harm or a powerful story. Example: ‘Every day, millions

encounter hate speech online. Our Al stops it in real-time.

.— Problem & Vision (45 seconds)

Define the hate speech crisis: scale, impact on communities, platform limitations. Paint a vivid picture of the

world your solution creates.

-— Solution & Innovation (90 seconds)

Demonstrate your prototype with live demo or clear visuals. Explain unique Al approach, accuracy rates, and how

it handles nuance and cultural context.

Impact & Business Model (60 seconds)

Show traction metrics, target users (platforms, NGOs, content creators), revenue model, and team expertise. End

with a bold, memorable vision statement.




Pitching Your Hate Speech Al Solution

Technical Excellence Social Impact Focus

Demonstrate deep model understanding and Connect your technology to real-world harm

strategic thinking about hate speech complexity. reduction and community benefit.

o Clite your accuracy metrics and validation . Share testimonials from content creators or

methodology clearly. community advocates if available.

Explain how your Al handles sarcasm, context, and Quantify potential lives impacted and safety

regional language variations. improvements achieved.

Highlight bias detection and mitigation strategies to Frame hate speech mitigation as democratizing

build jury confidence. digital safety for all users.




Delivering Your Pitch with Impact

| Intelligence
s Predict The Sread |
Of Online Hate Speech?
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Eye Contact Magic

Look at different jury members
throughout your pitch. Build
connection by addressing the most
engaged listeners and winning over

skeptics with confidence.

Voice & Pacing

Vary tone and speed for emphasis.

Slow down for complex technical
points, accelerate for excitement,
and pause strategically for

reflection and questions.

Authentic Presence

Use natural hand gestures to
reinforce key ideas. Show genuine
passion for combating hate speech
while maintaining professionalism

and credibility.



Mastering Q&A & Tough Questions

Technical Challenges

When asked about model limitations or false positives, acknowledge them honestly and explain your

mitigation strategy. Example: ‘'Our model has 2% false positives, which we address through human

review loops and continuous retraining with community feedback.

Ethical & Bias Questions

Prepare for concerns about overcensorship, cultural bias, or free speech. Respond: 'We balance hate speech

prevention with free expression by focusing on content that incites real-world harm, validated through diverse

community input.

Business & Scale Questions

Address go-to-market strategy confidently: 'We target social platforms first, with a freemium API

model for NGOs, generating revenue through enterprise licensing while maintaining nonprofit

affordability.



Your Path to Victory

Excellence in Every Element

Winning pitches combine technical rigor, compelling storytelling, and genuine passion for solving hate speech. Master all three dimensions for jury

confidence.

Technical Preparation Impact Storytelling

B Practice live demo or video walkthrough multiple times. ® Lead with community testimonials or real-world harm examples.

Memorize 3-4 key metrics to cite with confidence. , o,
° e Quantify scale of hate speech problem and your solution’s reach.

® Prepare technical deep-dive for follow-up questions.
e Show genuine commitment to ethical Al and diverse perspectives.

Perfect Timing Team Alignment Jury Connection

Practice until you can deliver your Ensure all team members can discuss any Research jury members beforehand.

5-minute pitch in 4:45-4:55. End early aspect of the project. Jury often asks Reference their expertise and align your

rather than rushing; it shows control. different people different questions. pitch with their known interests where

authentic.







The best pitch tells a human story wrapped in
compelling data and delivered with authentic passion.
Your hate speech Al isn't just technology—it's a tool for

justice.

— Module 5 Takeaway

As you prepare for final presentations, remember: juries fund teams, not just ideas. Show them your brilliance, your

heart, and your unwavering commitment to making the internet a safer, more inclusive space for everyone.



Post-Pitch Strategy & Follow-Up

Immediate Follow-Up
Within 24 hours, send personalized thank
you email to judges with deck attached.
Reference specific questions asked and

reiterate your solution’'s unique value.

Connection Building

Link with judges on LinkedIn. Share your
solution roadmap and progress updates.
Show active commitment to the mission

beyond the hackathon.

Feedback Integration

If not selected, request detailed feedback
from judges. Iterate rapidly on weaknesses
identified. Re-apply or seek investor

meetings with strengthened pitch.



Competitive Landscape & Your Edge

Why Your Solution Wins
Competitive Advantage Timeline

Identify 2-3 direct competitors or adjacent

solutions. Show your specific advantages:

superior multilingual accuracy, ethical 1£ :
framework, APl accessibility, or 60 E
community-first approach. 40
20 '
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Accuracy (vs 85% baseline)



Cultural Sensitivity in Your Pitch

Representing Affected Communities

Your hate speech solution impacts real communities. Frame your pitch with genuine respect, humility, and commitment to serving those

most affected by online hate.

Language Matters Diverse Representation

o Reflect target communities in your team photos and
Use person-first language: ‘affected communities’ not ‘victims.

testimonials.
Avoid sensationalizing hate speech examples in your pitch. Show examples of Al handling culturally diverse contexts.

Commit publicly to ongoing community consultation and
Center community voices in impact stories, not just statistics.
feedback loops.

Ethical Guardrails Partnership Intent Long-term Vision

: : : o Paint picture of internet where all
Emphasize safeguards against Mention plans to work with civil rights

- : : : : communities feel safe expressing
wedponizing your tool for censorship or orgs, journalists, and community leaders

: L : . themselves freely.
suppression of marginalized voices. for validation.




Team Support System

Designate a team cheerleader to energize pre-pitch.

Share encouraging feedback during final rehearsal.

r . X Agree on hand signals for timing and pivot cues during
- / | - | live pitch.
ACTIVITY * ’

Pre-Pitch Ritual

Practice breathing exercises: 4-count in, 4-count out, 10

times.

Visualize successful pitch and positive jury reactions.

Do a final walkthrough with your team 2 hours before

presenting.




Structuring Your Team Pitch

Presenter 1: Visionary —.

Opens with hook and problem statement. Shows
passion for the cause. This person embodies the
mission and emotional connection to combating

hate speech.

Presenter 3: Business Leader

Covers market opportunity, business model, and
traction. Discusses go-to-market strategy,

partnerships, and revenue potential for scalability.

._
.
._

Presenter 2: Technical Lead

Walks through solution demo and explains Al
approach. Answers technical questions about
model architecture, training data, and performance

validation.

Entire Team: Q&A Response

All members should understand the full project.
Assign follow-up questions strategically. Show unity,
respect for each other, and complementary

expertise.



Common Pitch Mistakes to Avoid

Technical Overload Time Management Fails
Juries are not all ML experts. Avoid deep

Exceeding 5 minutes loses jury attention and shows

hyperparameter tuning details. Focus on business and lack of discipline.

impact.

e Practice with a timer; aim for 4:45 delivery.
Say: ‘Our transformer model achieves 94%

e Cut weakest content, not core narrative.
accuracy.

' o : Build in 15 seconds buffer for transitions.
s Pontsay: We tuned 47 hyperparameters with ¢

Bayesian optimization...

e Connect metrics to real-world benefit for users.




) pitch oot

Hate Speech
Detetion

Slide 1: The Hook

One bold statistic or question per

slide.

Large, readable fonts (44pt+ for

headlines).

Avoid cluttered backgrounds or

distracting animations.

Phaght slide

k

Slide 2: Problem &

Solution

Use 2-3 visuals max per slide for

clarity.

Embed data directly; avoid

lengthy bullet lists.

Ensure color-blind accessibility

with distinct contrast.

Unique Al ajproach

Slide 3: Why You Win

Highlight competitive advantage

clearly.

Use side-by-side comparison if

showing competitors.

End with memorable visual or

quote reinforcing impact.




Metrics That Win Juries

Competitive Advantage Timeline

100
80
60
40
20

Precision Focus
Show low false positive rate—critical for

protecting free speech while catching

real hate speech violations.

Language Coverage

Highlight number of languages supported
and cultural nuance handling. Demonstrate

multilingual accuracy rates.




Building Your Prototype Demo

Demo Strategy Essentials

A live or video demo is your most powerful pitch tool. Make it engaging, clear, and memorable by showing

real-world impact in under 90 seconds.

Live vs. Video

Live demos show confidence but risk
technical failures. Pre-recorded
videos guarantee smooth execution.
Hybrid approach: video with live Q&A
fallback.

Visibility & Clarity
Ensure text is large enough for
back-row viewing. Use high
contrast colors. Highlight flagged

hate speech in bold red. Simple

animations capture attention.

Real Data impact
Show before/after; unmoderated

feed vs. your Al-cleaned feed.
Demonstrate accuracy rate with
actual classified examples from

your validation set.




